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Executive Summary
In today’s financial services sector, franchised and branch-based
networks face a unique cyber security dilemma: how to enforce
consistent and effective protection across independently managed
sites, many of which rely on shared infrastructure, BYOD devices,
and inconsistent local IT practices.

Drawing from more than a decade of managing network and security
services for a national portfolio of premium financial advisory
franchises, this white paper explores lessons learned, practical
frameworks, and sustainable approaches for securing distributed
environments. Our experience spans multiple franchise tiers, diverse
network topologies, and escalating regulatory expectations under
frameworks such as POPIA and GDPR.

The goal: empower centralised IT and compliance stakeholders to
regain visibility and control—without breaching trust, privacy, or
operational autonomy.



Introduction

A Unique Challenge
Franchise financial services operate at the intersection of regulated
industries and decentralised management. Unlike corporate-owned
branches, franchises often:

• Operate semi-independently
• Use personally owned or locally sourced hardware
• Employ varying levels of technical proficiency
• Resist intrusive or heavy-handed policy enforcement

Yet, they are still bound by national and international data protection
laws and must uphold the reputation of the parent brand. Cyber Security
breaches at a single site can cause reputational and legal fallout across
the entire network.
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Common Pain Points in Franchised Environments
a. Inconsistent Infrastructure

Franchisees may deploy their own consumer-grade Wi-Fi, unmanaged switches, and hotspots, creating blind spots and
interference.

b. BYOD and Untrusted Devices

Franchises rely on personally owned devices, increasing the attack surface. Corporate-style NAC posturing is often impractical or
non-compliant.

c. Limited Local IT Capability

Local staff may lack the training or tools to maintain cyber security hygiene, perform updates, or respond to incidents effectively.

d. Policy Fragmentation

Centralised policies are often seen as too rigid or invasive, leading to circumvention or low adoption.

Key Lessons and Best Practices
a. Prioritise Visibility Over Control
Attempting to control everything is unrealistic. Instead, implement systems that provide actionable visibility:

• Behavioural analytics and anomaly detection
• Metadata inspection without decrypting traffic
• Site performance dashboards for early fault detection

b. Respect Privacy, Win Trust

Avoid invasive techniques like TLS interception. Use ethical, transparent tools that align with POPIA/GDPR and emphasise:

• Data minimisation
• Purpose limitation
• Consent-based approaches

c. Empower, Don’t Impose

Instead of top-down enforcement, offer intergrated extra support services:

• Managed Wi-Fi with automated interference mitigation
• Firewall as a Service with pre-defined policies
• Remote support escalation pathways with minimal local friction

d. Build for Diversity and Failure

Design networks that assume diversity in user behaviour and resilience in the face of failure:

• SD-WAN with failover/fallback capacity
• LTE-A/5G backup paths for critical services
• Remote access via zero-trust profiles
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Recommended Architecture: The Halo Framework
To manage the complexity of distributed, lightly governed networks, we developed the Halo Framework:

• Secure Perimeter: Managed firewall policies and traffic filtering at the edge
• Performance Oversight: Site-level bandwidth analytics with empirical short-window measurement
• Adaptive Wi-Fi: RF-aware deployments that automatically adapt to interference
• Non-Invasive Inspection: Anomaly and threat detection through metadata and heuristics
• BYOD Respect: No device posturing; user responsibility upheld under POPIA

This framework allows each site to retain autonomy while benefiting from centralised insight and coordinated response capability.

Outcomes Observed
Across our portfolio, clients adopting this approach have seen:

• Greater than 80% reduction in fault escalations to the corporate help desk
• Improved site-level performance and Wi-Fi reliability
• Increased franchisee satisfaction with support services
• Demonstrable compliance readiness for audit and regulatory review

Conclusion
Franchised financial networks don’t need more tools. They need a new mindset. One that respects independence while offering
intelligent support. One that trades intrusion for insight, and control for collaboration.

With the right architecture and service philosophy, cyber security can be a shared success story—not a point of conflict.

At 5th Mountain Networks, we deliver that story through our Halo Services:

Ethically engineered, locally supported, and globally aligned.

About 5th Mountain Networks

With over 20 decades of collective experience and a strong focus on ethical security, 5th Mountain Networks provides Managed SD-
WAN and Firewall as a Service solutions to franchised, educational, and enterprise environments across South Africa.

Our services are designed to work with—not against—the people who rely on them.
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